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Francesca Altamura, Paolo Pardolesi

PSD2 AND GDPR COMPARED: CRITICAL PROFILES IN THE PROTECTION
OF PERSONAL DATA IN THE DIGITAL PAYMENTS SECTOR*!

ABSTRACT

The opening of the market for payment services
promoted by PSD2 has fostered access to
payment account data by authorised third
parties, boosting Open Banking. However,
innovation also entails significant risks in terms
of protecting customers' personal data. This
paper analyses the complex relationship
between PSD2 and GDPR, focusing on the
critical issues that have emerged and the reform
proposals put forward by the European
Commission to strengthen the protection of
banking and financial data.

The market liberalisation introduced by PSD2 has
enabled authorised third parties to access payment
account data, fostering the development of Open
Banking. However, this innovation also raises
significant concerns regarding the protection of
customers' personal data. This paper examines the
complex relationship between PSD2 and the
GDPR, focusing on emerging critical issues and the
reform proposals put forward by the European
Commission to enhance the protection of banking
and financial data.

PAROLE CHIAVE

FinTech - Open Banking - General Data
Protection Regulation - Payment Services
Regulation

FinTech - Open Banking - General Data Protection
Regulation - Payment Services Regulation

Summary: 1. Introductory profiles. - 2. The European Protection Board's Guidelines: an attempt to
resolve the conflict between PSD2 and GDPR. - 3. Reform Perspectives: the Payment Services
Regulation. - 4. Concluding remarks.

1. Over the past decades, technological innovation is gradually generating new
'battlegrounds' for competition in the payments and banking sector’. On closer

* Essay reviewed according to the duble-blind peer review system.

! This research work is developed within the framework of the PRIN2022 Project "Private law aspects
of open banking: focus on consumer protection" (Prot. 2022KYTERZ, Principal Investigator Prof.
Alessandro Palmieri).

2 For an interesting reflection on these issues see V. Bevivino, Troppo piccole per curarsene?
L’individuazione del rischio sistemico generato dalla FinTech, in Banca impresa societa, 2023, p. 183
ss., who points out how the FinTech phenomenon can be considered "corresponding to the use of
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inspection, the so-called FinTech development has the potential to fundamentally
change the structure of retail banking, which has long suffered from chronic
deficiencies in terms of competitive dynamics>.

In particular, traditional business models are facing an accelerating 'disruption
process', driven by the emergence of players providing digitally enabled financial
services by exploiting mobile applications, digital identification, big data analytics and
artificial intelligence*: «new players have been involved in the entire financial value
chain, including front, middle and back-office activities, as well as services for both
retail and wholesale marketsy® .

In this perspective, the desire to become a pole of attraction for FinTech developers
has prompted several supervisory authorities to set up FinTech hubs in order to ensure
a possible confrontation with the competent authority to discuss issues related to new
business models and seek clarification on their compliance with the regulatory
framework or regulatory/licensing requirements® : «[s]everal authorities have also
developed regulatory sandboxes for better engaging with innovative services offered
by firms (...). They can be defined as provisional legal frameworks under which
financial institutions and non-financial firms can test new products and business
strategies with the support of an authority. This technique permits regulators to evaluate
different forms of regulations and assess which one is more suited. Similarly,
undertakings are given the possibility to design new services without bearing the risks
of legal uncertainty»” .

Looking at the European Union, it should be noted that a possible form of data
access (in order to stimulate competition in the retail payment markets and to ensure a
safer, fairer and more transparent environment)® has been implemented through the
advent of Directive 2366/2015 on payment services in the internal market (PSD2)

technology to provide financial services that are improved in their performance and dissemination
capacity, if not new in their conception and use".

3 For a thorough discussion on this point, see R. Alt, R. Beck, M.T. Smits, Fintech and the
transformation of the financial industry. https://doi.org/10.1007/s12525-018-0310-9, who point out that
the term in question, which originated in the US in the 1990s, defines technology-driven financial
innovation, such as blockchain, big data and artificial intelligence.

4 For an incisive reflection on the impact of digitalisation in the banking/financial sector, see S.T.
Omarova, G.S. Steel, Banking and antitrust, 133 Yale L. Journal 1162 (2024), pp. 1244 ss.

3 Thus, O. Borgogno, G. Colangelo, Data, Innovation and Competition: the case of the access to account
rule, https://ssrn.com/abstract=3251584.

® As happened, for example, in Australia, Japan, Canada, the United States, Hong Kong and Singapore.
70. Borgogno, G. Colangelo, cit., p. 2.

8 More clearly, it should be noted that the financial crisis of 2007-2009 forced national/international
bodies to prepare a series of proposals/projects to reform the regulation and supervision of financial
systems aimed at ensuring greater financial stability, on the one hand, by creating a safer, fairer and more
transparent financial environment for all market participants and, on the other, by strengthening investor
confidence. This is the background to the aforementioned Directive 2014/65/EU (published on 12
January 2014 in the Official Journal of the European Union) aimed at replacing the first MiFID Directive
(Directive 2004/39/EC), in force from 31 January 2007 to 2 January 2018.
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through which it aims to strengthen the bargaining power of customers by exercising
greater control over their transaction data’. After all - moving from the consideration
that, on the one hand, FinTech companies are disadvantaged by the lack of access to
customer transaction information and, on the other, financial services are rich in data
that could facilitate customer profiling and the identification of consumption patterns
aimed at favouring targeted/personalised offers of products and services to support
financial activities and risk control - it seems possible to say that PSD2 has introduced
a sector-specific portability rule (that of account access) by lowering a key barrier to
entry and, at the same time, helping to create a level playing field (i.e., authorised new
entrants have the right to request account information without any prior agreement with
banks).

In this way, therefore, the account access rule (XS2A) represents an indispensable
element both to strengthen competition in retail financial markets and to
implement/stimulate that new type of business ecosystem characterised by the
widespread use of data to provide innovative and more competitive services to
consumers (i.e. Open Banking based on the use of open API application programming
interfaces), which allow the latter to take advantage of their current account data by
sharing them with authorised third parties.

Now, beyond the observation that the implementation process of such a mechanism
will be crucial in determining the success or failure of such a regulation (just think of
the difficulties of finding an agreement among firms on the adoption of standardised
and open APIs or the choice of letting incumbents compete and develop their own
interface to share financial information and data) our article intends to focus on the
relationship between the current European Open Banking framework (i.e. PSD2) and
the legislation on personal data protection (i.e. GDPR), emphasising the reform
proposals put forward by the European Commission in order to make the provisions
protecting customers' banking and financial data more efficient.

2. Having concluded this brief parenthesis - aimed at offering a summary overview
of the main problematic issues in FinTech - let us turn our gaze to the analysis of the
discipline of consumer protection, taking into account that the most important element

° For a thorough examination of technological phenomena applied to business see V. Bevivino, cit.,
pp-185 ss.; N. Abriani, G. Schneider, Diritto delle imprese e intelligenza artificiale. Dalla FinTech alla
Corp-Tech, Bologna, 11 Mulino, 2021; AA.VV., Diritti dell'innovazione, A. Blandini (ed.), Padova,
CEDAM, 2022; AA.VV., Fintech. Introduzione ai profili giuridici di un mercato unico tecnologico dei
servizi finanziari’, M.T. Paracampo (ed.), Torino, Giappichelli, 2021; AA.VV. Fintech law, M. Cian, G.
Sandei (eds.), Padua, CEDAM, 2020; AA.VV., FinThech, F. Fimmano, G. Falcone (eds.), Naples, E.S.I.,
2019; AA.VV., Fintech: rights, competition, rules. Le operazioni di finanziamento tecnologico, G.
Finocchiaro, V. Falce (eds.), Zanichelli, Bologna, 2019. In the international literature see, for guidance,
AA.VV., Routledge Handbook of Financial Technology and Law, 1.-H.-Y. Chiu, G. Deipenbrock (eds.),
London-New York, Routledge, 2021. On the promise of digital finance and the social compact it
instituted see S.T. Omarova, New Tech v. New Deal: FinTech as a Systemic Phenomenon, 36 Yale J.
Reg. 735 (2019), pp. 754 ss.
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of Open Banking is the control that consumers exercise over their own data. On closer
inspection, thanks to open access to accounts, the flow of information resulting from
payment transactions shifts from traditional banking operators to TPPs, which, by
interposing themselves between customer and bank, are able to acquire all the
information related to the transaction in progress'’.

In this perspective, financial and banking data, because of the information that can
be obtained from them, end up exerting an enormous attraction for FinTech and
BigTech that can make use of them to increase their market power!!. Nevertheless, the
PSD2 devotes few and meagre rules to such profiles'? , limiting itself to sanctioning
(in a general and generic way) the need for coordination with existing European data
protection legislation. Moreover, the information that can be obtained from payment
accounts is relevant not only for payment purposes, but also as personal data of the user
himself: this makes it necessary for the interpreter to make some systemic
considerations about the relationship between PSD2 and GDPR"°.

On a first (and superficial) reading, the two sets of rules appear to be in conflict
with each other'*: on the one hand, Directive 2015/2366, built on the basis of pro-
competitive aims, is designed to stimulate ever more expansive data sharing; on the
other hand, the Regulation aims to protect the processing of data and to limit the

10 M. Rabitti, A. Sciarrone Alibrandi, I servizi di pagamento tra PSD2 e GDPR: Open Banking e
conseguenze per la clientela, in Liber Amicorum Guido Alpa, CEDAM, Milan, 2019, p. 722.

! Shared access to financial and banking data recorded on payment accounts, moreover, eXposes account
holders to the risk of fraud or illegitimate use: in fact, there are many cases of payment transactions not
authorised by the account holder, carried out through the illicit use of security credentials that have
somehow been stolen. On this point see C. Venanzoni, I servizi bancari online, in 1l diritto bancario
oggi: aspetti sostanziali e processuali, F. Aratori, G. Romano (eds.), Wolters Kluwer, Milan, 2023, p.
458.

12 The provisions expressly referring to the processing of users' personal data are Article 66(3) and
Article 67(2) of PSD2, which respectively regulate the provision of payment order services and the
provision of account information services. In more detail, Article 66(3) provides that the payment order
service provider (PISP) may not request data from the payer other than those necessary for the provision
of the service requested, and may not collect, use or store data from the payer for purposes other than
the provision of the service, nor may it store sensitive data relating to payments made. Art. 67(2), on the
other hand, states that the account information service provider (AISP) may only access information on
the designated payment accounts and the payment transactions associated with them and may never
request sensitive data relating to payments linked to the payment accounts; moreover, AISP may not
collect, process and store data for purposes other than the provision of the service.

13 For a careful survey on the topic, see F. Marsa, /I trattamento dei dati personali dell'utente dei servizi
di pagamento tra PSD2 e GDPR, in Orizzonti del diritto commerciale, 2, 2020, p. 629 ss.; B. Russo,
Tecnologie digitali e tutela dei dati personali: quali possibili impatti sulla PSD2?, in Riv. dir. banc., 2,
2019, p. 259 ss.; A. Antonucci, Mercati dei pagamenti: le dimensioni del digitale, in Riv. dir. banc.,
2018, p. 562 ss.; D. Foa, Open banking: API, accesso ai conti e nuove commodities nell ‘era digitale, in
Governance/through big data, G. Resta, V. Zeno-Zencovich (a cura di), vol. II, Rome, 2023, p. 589.

14 Careful doctrine speaks, in this regard, of potential applicative incompatibility between the two
regulations. See M. Rabitti, I/ riparto di competenze tra autorita amministrative indipendenti nella
direttiva sui sistemi di pagamento, in Innovazione e regole nei pagamenti digitali. Il bilanciamento degli
interessi nella PSD2, M.C. Paglietti, M. 1. Vangelisti (eds.), Roma Tre Press, Rome, 2020, p. 91.
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possibility of free sharing!>. The Garante per la protezione dei dati personali (Garante
for the protection of personal data) also expressed its views on this point in a 2018 note
expressing doubts and concerns with reference to potential conflicts between the
provisions contained in PSD2 and the GDPR!S.

However, it is precisely in the light of the importance of data protection legislation
that the handling of big data in financial services must be read: their
cohabitation/coordination is not always as smooth on a lexical level as it is on a
substantive one. Proof of this is the fact that the problematic interaction between PSD2
and GDPR!7 was addressed in 2020 by the European Data Protection Board, which
adopted guidelines aimed at clarifying the intricate relationship between the two
regulations'®,

In this way, a first profile examined by the EDPB concerns the question of «explicit
consent»!® . Consent, according to Article 4(11) of the GDPR, is to be understood as
«any freely given, specific, informed and unambiguous indication of the data subject's
wishes, by which the data subject signifies his or her agreement, by way of a statement
or unambiguous affirmative action, to personal data relating to him or her being
processed». As conceived by the GDPR, consent is a key element that makes the
processing of personal data legitimate on the part of data controllers, who are
consequently exempt from the restrictions laid down in the legislation itself.

By express regulatory provision, consent must be granular and distinct from
declarations relating to other matters; the GDPR, moreover, requires «affirmative
consenty, which requires the data subject to manifest his or her assent «by an
unambiguous affirmative statement or action'. It should be added that the Regulation
distinguishes between 'explicit consent', when the data being processed fall into one of

15 F. Ferretti, L’Open Finance. Quali prospettive regolatorie per una strategia UE in materia di
protezione dei consumatori nella finanza digitale?, in Banca Impresa, 2, 2023, p. 294; M. Rabitti, A.
Sciarrone Alibrandi, Dalla PSD alla PSD2: Open banking e servizi di pagamento, in AA.VV., Le attuali
sfide del sistema bancario. Congiuntura e tecnologia, in Osservatorio Monetario, 1,2019, p. 55 s.

16 Garante per la protezione dei dati personali, Note of the President of the Garante, Antonello Soro, to
the President of the Council of Ministers on the Payment Services Directive (so-called PSD2), 9 January
2018, available at the following link https://www.garanteprivacy.it/home/docweb/-/docweb-
display/docweb/9104322.

17 For a reconstruction of the doctrinal formant, see F. Ferretti, Open Banking: Gordian legal knots in
the uncomfortable cohabitation between the PSD2 and the GDPR, in Eur. Rev. Private L. 1,2022,p. 73
ss.; D. Fabcic, Strong Customer Authentication in Online Payments Under GDPR and PSD2: Case of
Cumulative Application, 15th IFIP International Summer School on Privacy and Identity Management
(Privacy and Identity), Springer, Maribor, September 2020, pp.78 ss.; M. Rabitti, A. Sciarrone Alibrandi,
Dalla PSD alla PSD2: Open banking, cit., pp. 57 ss.

18 BEuropean Data Protection Board, Guidelines 06/2020 on the interaction between the Second Payment
Services Directive and the GDPR, Brussels, 15 September 2020.

19 The Garante per la Protezione dei dati personali (Garante for the Protection of Personal Data), in the
note sent to the Prime Minister in 2018, had expressed its perplexity on this point, pointing out that the
consent of the user of payment services, provided for by PSD2 as the sole prerequisite for the lawfulness
of data processing by payment service providers, would have required harmonisation with the other
conditions of lawfulness provided for in Article 6 of the GDPR.
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the 'special categories' of data (so-called 'sensitive data'), and 'unambiguous consent»,
for all other personal data.

PSD2 refers to the concept of «explicit» consent in Article 94(2), which states that
«payment service providers shall access, process and store personal data necessary for
the provision of their payment services only with the explicit consent of the payment
service user». The EDPB noted that the legal framework relating to explicit consent is
rather complex, since the notion of «explicit consent» appears in both the PSD2 and
the GDPR: in light of this, the question arises as to whether explicit consent in Article
94(2) Directive 2015/2366 should be interpreted in the same way as explicit consent in
Regulation 2016/679.

First of all, it should be noted that consent is one of the six legal bases Art. 6(1)
GDPR) that determine the lawfulness of the processing of personal data. Moreover,
according to Article 9 of the GDPR, consent is one of the exceptions to the general
prohibition of the processing of special categories of personal data. In this case,
however, consent must be 'explicit': the rule, in fact, requires a high level of individual
control whenever serious risks to the protection of personal data emerge. As already
clarified by the EDPB, the term 'explicit' refers to the way consent is given by the data
subject: he or she must in fact provide an explicit statement of consent for specific
purposes (e.g. through a written declaration or, in digital and online contexts, by filling
in electronic forms or sending e-mails)*’.

In PSD2, however, the term «explicit consent» takes on a different meaning from
'legal basis'. As clarified by the EDPB in its Guidance on the Interaction between the
PSD2 and the GDPR, the legal basis for the processing of personal data for the
provision of payment services is the performance of a contract: the provision of such
services, in fact, is a prerequisite for the conclusion of a contract in which the parties
have access to the payment account data of the payment service user?! . The explicit
consent referred to in Article 94(2) of Directive 2015/2366, therefore, cannot be
regarded as an additional legal basis: rather, it is intended to offer the customer
enhanced protection, limited only to information concerning the provision of payment
services. To clarify, according to the interpretation provided by the EDPB, data
subjects, when entering into a contract with a payment service provider, must be made
fully aware of the categories of data that will be collected and the purposes for which
they will be processed; and they must explicitly agree to these clauses. Explicit consent
under PSD2, therefore, qualifies as an additional requirement of a contractual nature in
relation to access, processing and storage of personal data for the purpose of providing
payment services and is not equivalent to the (explicit) consent of the GDPR. The

20 European Data Protection Board, Guidelines 5/2020 on consent under Regulation (EU) 2016/679,
Brussels, 4 May 2020, p. 23

21 European Data Protection Board, Guidelines 06/2020 on the interaction between the Second Payment
Services Directive and the GDPR, cit. p. 10.
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object of explicit consent is, therefore, permission to access such personal data and to
process and store them as necessary for the provision of the service?.

Another issue on which the EDPB has pronounced itself is the discordant definition
of 'sensitive data' in the two sets of rules?> . Pursuant to Article 9(1) of the GDPR, «the
processing of personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership, as well as the processing
of genetic data, biometric data intended to uniquely identify a natural person, data
concerning a person's health or sex life or sexual orientation is prohibited».

Article 4.32 of PSD2, for its part, defines 'sensitive payment data' as those data that
can be used to commit fraud, including personalised security credentials. For the
activity of payment order service providers and account information service providers,
the name of the account holder and the account number do not constitute sensitive
payment data.

In the light of what has been said so far, it is clear that the definition of sensitive
payment data contained in PSD2 diverges considerably from the meaning used in the
GDPR, which emphasises the need to provide specific protection for special categories
of personal data that, by their nature, are particularly sensitive in terms of fundamental
rights and freedoms.

After all, financial transactions may reveal sensitive information about an
individual data subject, including special categories of personal data; even individual
transactions may contain special categories of personal data. Moreover, account
information services may use profiling, as defined in Article 4(4) of the GDPR, which
may create sensitive data by inferring them from data that, although not by their nature
belonging to special categories, become so when combined with other data (e.g.,
correlations may be inferred from payment data that provide indications of a person's
health, political or religious beliefs, or sexual orientation)**.

Of course, the prohibition laid down by Article 9(1) GDPR is not absolute:
paragraph 2 of the same article, in fact, lists a number of exceptions to the prohibition
on processing sensitive data of data subjects. Nel caso di trattamento di dati di conto
da cui possono ricavarsi informazioni sensibili, I’European Data Protection Board ha
chiarito che possono essere prese in considerazione due deroghe: lett. a): il divieto non
st applica se I’interessato ha prestato il proprio consenso esplicito al trattamento di tali
dati personali per una o piu finalita specifiche; lett. g): the prohibition does not apply

2 Ibidem, p. 15.

23 The Garante per la protezione dei dati personali had already noted in the 2018 note the conflict between
the definition of "sensitive data relating to payments" contained in paragraph 32 of Article 4 of PSD2
and that of "particular categories of data" accepted by Article 9 of the GDPR. Garante per la protezione
dei dati personali, Nota del Presidente del Garante, Antonello Soro, al Presidente del Consiglio dei
Ministri in tema di direttiva sui servizi di pagamento (cd. PSD2), 9 January 2018, available at the
following link https://www.garanteprivacy.it’/home/docweb/-/docweb-display/docweb/9104322.

24 Article 29 Data Protection Working Party, Guidelines on automated decision-making relating to
natural persons and profiling for the purposes of Regulation 2016/679, 3 October 2017.
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if the processing is necessary for an important public interest based on Union or
Member State law, which must be proportionate to the purpose pursued, respect the
essence of the right to data protection and provide for appropriate and specific measures
to protect the fundamental rights and interests of the data subject.

If the service provider is unable to prove the applicability of either exception, the
prohibition in Article 9(1) GDPR? applies.

Finally, a further issue concerning the protection of personal data brought to the
attention of the European Data Protection Board is that relating to the processing of the
data of so-called 'silent parties', third parties whose personal data are contained in the
account data of a payment service user because, for example, they are the beneficiaries
of'a payment. The question has been raised from the outset as to whether the processing
of the data of tacit interested parties is lawful or not, since it is based neither on explicit
consent - which is only given by the payment service user - nor on the need to execute
a contract with the silent party: it is therefore necessary to identify a valid legal basis
legitimising the processing of such data.

According to the guidelines formulated by the EDPB, a lawful basis for the
processing of the data of tacit data subjects by PISPs and AISPs could be the legitimate
interest of the data controller or a third party in executing the contract concluded with
the payment service user. On a closer look, the GDPR, pursuant to Article 6(1)(e),
allows the processing of personal data on the basis of the legitimate interest of the data
controller or third parties. In the context of the provision of payment services, effective
and adequate measures must be taken to ensure that the interests or fundamental rights
and freedoms of the tacit data subjects are not adversely affected and that their
reasonable expectations regarding the processing of their data are respected. In
accordance with the purpose limitation principle, silent parties' data may not be used
for a purpose other than that for which it was collected.

3. Since its entry into force to date, PSD2 has become 'obsolete': the retail payment
services market has changed considerably over the last decade. The exponential growth
of the FinTech sector - and the consequent entry of new players in the payment services
market - has led to an increasing digitisation of the financial services offering;
moreover, especially in the wake of the Covid-19 pandemic, changing consumer and
payment practices have increased the importance of ensuring safer and more effective
digital payments for consumers?°.

2 European Data Protection Board, Guidelines 06/2020 on the interaction between the Second Payment
Services Directive and the GDPR, cit. pp. 20 ss.

26 For more details see European Commission, Commission Staff working document. Impact assessment
report, Brussels, 28 June 2023, available at the following link: https://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=SWD:2023:0234:FIN:EN:PDF
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In 2020, the European Commission presented a Communication?’ on retail

payments strategy, in which, on the one hand, the Commission's priorities regarding
the retail payments industry were defined and, on the other hand, it was announced that
at the end of 2021, the Commission [would] launch a comprehensive review of the
implementation and impact of PSD2.

From the various reports on the evaluation of the impact and application of the
Directive, it emerged that, although it has fully achieved some of its objectives, PSD2
still presents many implementation problems. On the data protection front, in
particular, some of the stakeholders involved encountered implementation problems in
relation to consent: the provisions contained in Directive 2015/2366, in fact, were not
fully effective as regards the management of consent and authorisations, since they
diverge from the provisions of the GDPR?®. Moreover, the Guidelines formulated by
the EDPB have not made it easier to understand the correct application of the
requirements of the GDPR, risking imposing obligations on all payment service
providers that contradict the very provisions of PSD2%.

Precisely because of the rapid evolution of the payments market and the
considerations mentioned above, it was deemed appropriate to adapt certain definitions
of the Directive to the current market reality. Thus, on 28 June 2023, the European
Commission presented some ambitious legislative proposals, identified as the Financial
Data Access and Payments Package, aimed at promoting and improving innovation and
competition in the payments industry. The package consists of three pieces of
legislation, namely the Third Payment Services Directive®® (Payment Services
Directive 3 - PSD3), the Payment Services Regulation®' (PSR), and the Financial
Information Data Access (FIDA) Framework, with which the Commission aims to
adapt payments and the financial sector at large to the digital age.

With regard to the optimisation of Open Banking services, the new Directive and
the new Regulation focus more on the protection of personal data of users of payment
service providers. The Draft Regulation, in particular, introduces important novelties

27 COM(2020) 592 final of 24 September 2020; available at the following link: https://eur-
lex.europa.eu/legal-content/IT/TXT/PDF/?uri=CELEX:52020DC0592& from=EN

28 European Third Party Providers Association, Position paper on PSD2 review, July 2022

2 European Banking Federation, Joint Payments Industry Letter on Final EDPB Guidelines PSD2
GDPR Interplay, January 2022; available at the following link https://www.ebf.eu/wp-
content/uploads/2022/02/Joint-Payments-Industry-Letter-on-Final-EDPB-Guidelines-PSD2-GDPR-
Interplay.pdf

30 Proposal for a Directive of the European Parliament and of the Council on payment services and
electronic money services in the internal market; available at the following link: https://eur-
lex.europa.eu/resource.html?uri=cellar:e09b163c-1687-11ee-806b-

0laa75ed71a1.0009.02/DOC _1&format=PDF.

31 Proposal for a Regulation of the European Parliament and of the Council on payment services in the
internal market; available at the following link: https://eur-
lex.europa.eu/resource.html?uri=cellar:04cc5bd5-196f-11ee-806b-

0laa75ed71a1.0010.02/DOC _1&format=PDF.
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both in relation to the processing of special categories of personal data and in relation
to the definition of consent and authorisation.

In fact, a new provision is inserted - Article 8032 - which explicitly defines the
«substantial public interest» for which the processing of special categories of personal
data may be necessary. Indeed, as recognised in the Commission's Communication on
a Retail Payments Strategy for the EU, the smooth functioning of payment markets is
of overriding public interest. Where necessary, therefore, payment service providers
and payment system operators should be able to process special categories of personal
data under Article 9(1) GDPR, implementing appropriate technical and organisational
measures to protect the fundamental rights and freedoms of natural persons. Such
processing must be carried out to the extent necessary for the provision of services and
the obligations under the Regulation, in the public interest in the proper functioning of
the internal market for payment services*. The relevant public interest legitimising the
processing of special categories of data is thus clarified.

In order to increase legal certainty and make a clear differentiation from data
protection rules, the Proposed Regulation also aims to provide clarification as to what
is to be understood by consent to the processing of data provided in the context of the
provision of a payment service. As seen above, the parallel use of the term «explicit
consent» in Directive (EU) 2015/2366 and Regulation (EU) 2016/679 has led to
misinterpretations. According to the clarifications provided by the aforementioned
EDPB Guidelines, the object of explicit consent in Article 94(2) of PSD2 is the
authorisation to access personal data and to process and store data that are necessary
for the purpose of providing the payment service. In order to overcome the existing
discrepancies between PSD2 and GDPR, therefore, the wording 'explicit consent'
should be replaced by 'authorisation': the reference to the latter should in any case be
without prejudice to the payment service providers' obligations to provide a valid legal
basis legitimising the data processing (Article 6 GDPR). Authorisation should therefore
not be understood exclusively as «consent» or «explicit consent» within the meaning
of the GDPR**.

32 “Payment systems and payment service providers shall be allowed to process special categories of
personal data as referred to in Article 9(1) of Regulation (EU) 2016/679 and Article 10(1) of Regulation
(EU) 2018/1725 to the extent necessary for the provision of payment services and for the fulfilment of
the obligations under this Regulation, in the public interest of the proper functioning of the internal
market for payment services, subject to appropriate safeguards for the fundamental rights and freedoms
of natural persons, including: (a) technical measures to ensure compliance with the principles of purpose
limitation, data minimisation and retention limitation, as set out in Regulation (EU) 2016/679, including
technical limitations on data re-use and the use of state-of-the-art security and privacy measures,
including pseudonymisation or encryption; (b) organisational measures, including training on the
processing of special categories of data, limiting access to special categories of data and recording such
access”.

33 Recital 98 Proposal for a Regulation.

34 Recital 69 Proposal for a Regulation.
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The European Data Protection Supervisor examined the contents of the proposals®
and welcomed the efforts made to ensure the consistency of the provisions contained
therein with the principles set out in the GDPR. In his view, however, the proposals
present certain problematic profiles.

With regard to the processing of special categories of personal data, the Garante
considers that Article 80 of the Proposal does not fully meet the requirements of
necessity and proportionality: strict compliance with these principles is particularly
important when discussing the processing of special categories of personal data, since
the processing of such data may constitute a serious interference with the right to
privacy and data protection. Given the seriousness of the interference, it is therefore
necessary for the legislation to be sufficiently precise in requiring the demonstration of
an objective link between each category of data (in a specific payment context) and the
public interest objective to be achieved. The EDPS would therefore like the Proposal
to further delineate the specific purposes of the processing (explaining the type of
payment services and the categories of personal data for which processing is necessary)
and provide justification as to why the processing of sensitive data is strictly necessary
and cannot be avoided. The Proposal should also clearly indicate which special
categories of data would be necessary to achieve the purpose and to whom this legal
basis would apply. In any case, according to EDPS, in some cases the explicit consent
of the data subject may constitute a sound and more appropriate legal basis for the
processing of sensitive data’®.

As regards the definitions of consent and authorisation, according to the Garante,
the term «exclusively» introduces a certain degree of uncertainty and does not allow a
clear distinction to be made between authorisation (understood as acceptance of the
commercial service by the consumer) and consent (Art. 6(1)(a) GDPR) or explicit
consent (Art. 9(2)(a) GDPR). After all, according to the GDPR, the processing of
personal data is to be regarded as lawful only if and to the extent that at least one of the
legal bases in Article 6(1) of the Regulation applies. Therefore, Recital 69 of the
Proposal should be amended by clarifying that «authorisation should not be construed
as explicit consent or agreement or as necessary for the performance of a contract»:
that is to say, the authorisation introduced by the Proposal cannot replace the need for
an adequate legal basis for the processing of personal data under Article 6(1) GDPRY’.

35 European Data Protection Supervisor, Opinion 39/2023 on the Proposal for a Regulation on payment
services in the internal market and the Proposal for a Directive on payment services and electronic
money services in the Internal Market, 22 August 2023; available at the following link:
https://www.edps.europa.eu/data-protection/our-work/publications/opinions/2023-08-22-edps-opinion-
392023-regulation-payment-services-internal-market-and-directive-payment-services-and-electronic-
money-services-internal-market en

36 European Data Protection Supervisor, Opinion 39/2023, cit. p. 9 f.

37 Tbid., p. 7. On this point, see also EDPB, EDPS, Joint Opinion 03/2021 on the Proposal for a
regulation of the European Parliament and of the Council on European data governance (Data
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Finally, it is worth noting that Article 43(2)(b) of the Proposal requires payment
order service providers and account information service providers to inform payment
service providers in real time of a new authorisation granted by a payment service user.
However, in the view of the EDPS, Article 44(1)(c) and Article 49(4) of the Proposal
would prevent ASPSPs from verifying the authorisation granted by the payment service
user to PISPs or AISPs to access his payment account information. Although the term
'authorisation' is not to be interpreted in the same way as 'consent’ or 'explicit consent'
under the GDPR, the prohibition to verify the authorisation provided by the user could
lead to account-rooting service providers sharing personal data with third parties
without a valid legal basis legitimising the data processing. Therefore, the EDPS invites
the legislator to reconsider the prohibition laid down in Articles 44(1)(c) and 49(4) of
the Proposal: more specifically, the EDPS recommends, on the one hand, the removal
of the prohibition to verify the access authorisation and, on the other hand, the
introduction of adequate safeguards to protect payment service users against the risk of
potential unlawful sharing of personal data by ASPSPs that such a prohibition could
entail’®.

4. From the analysis conducted so far, it is clear that data is now a strategic asset
of major importance: to hold it is to hold power.

Looking at the issue from a Law & Economics (EAL) perspective, one can see
how, as a consequence of the extreme ease with which personal data can be collected,
processed and stored, they are to be considered - like natural resources - public goods*
: the ever-increasing digitisation has eliminated the costs of duplicating and transferring
data, making them non-rival goods (in the sense that their consumption by one subject
does not reduce the possibility of their simultaneous use by others); moreover, the ease
with which such data can be exchanged and disseminated makes them only partially
non-excludable®.

Due to their non-exclusive and non-rival nature, the 'true' value of public goods is
underestimated and this leads free-riders to exploit them inefficiently: since the costs
of privacy reduction - resulting from the massive dissemination of personal data - are
not internalised by the companies using that data, the market will tend towards over-
collection of data and inefficient protection of individuals' privacy *!.

Governance Act), 10 March 2021; available at the following link:
https://www.edpb.europa.eu/system/files/2021-03/edpb-edps_joint opinion_dga en.pdf

38 European Data Protection Supervisor, Opinion 39/2023, cit. p. 8

3 On the concept of public good, see P.A. Samuelson, The pure theory of public expenditure, 36(4) Rev.
Econ. and Statistics 387 (1954), p. 387 ss.

4 D. Foa, Collaborative ecosystems in banking and finance law: open finance and the role of
interoperability, in Riv. dir. bancario, October/December Supplement, 2023, p. 221 s.

41'Y. Carriere-Swallow, V. Haksar, The economics and implications of data. An integrated perspective,
International Monetary Fund Library, September 2019, p. 14.
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Now, as mentioned above, although the Open Banking phenomenon brings
innumerable advantages*’ , the entry of new players - and in particular BigTech
companies - into the retail payment services market poses daunting challenges to the
interpreter regarding the protection and processing of users' personal data held in
payment accounts: by their very nature, account data can reveal innumerable pieces of
information about consumers' lifestyles, personal tastes, and spending habits, and
BigTech companies could exploit their ability to collect and process immense amounts
of data to gain huge market advantages, to the detriment of the protection of individuals'
fundamental rights .3

In this perspective, the reform proposals presented by the European Commission
do not seem to make any really significant steps towards a better balance between the
needs of data control and those of data governance: the examined provisions introduced
by the PSR, in fact, leave doubts and perplexities about the processing of so-called
sensitive data and the management of consent to the processing of account data. On
closer inspection, however, the processing of personal data in the financial sphere
requires a careful analysis of the trade-off between the efficient circulation of data and
the protection of consumer privacy. If, on the one hand, limiting the circulation of
personal information - through the imposition of stringent privacy rules - leads to
inefficient results, as it compresses the use of relevant data in the economic circuit**
on the other hand, an excess in the free circulation of data also produces negative
externalities*>. An overuse of information, in fact, generates what the doctrine
commonly calls the «privacy paradox»*® | according to which individuals, in making
their choices, value their privacy far less than they say they do. Indeed, although in

42 Proof of this is the fact that 'open banking' helps to break down the high barriers to entry that have
always characterised this market, promoting innovation and facilitating access to credit for all those who
would otherwise be excluded.

4 More clearly, BigTech companies - whose business is based on the massive collection of users'
personal data in exchange for free or low-cost services - are increasingly entering the banking and
financial services market. This will lead to an increase in the demand for financial data, while reducing
the incentives for companies to limit their practices of collecting consumers' personal information. For
these reasons, Open Banking could facilitate the practice, commonly carried out by Tech Giants, of
selling the financial data collected during the provision of the service requested by the user, which could
in turn be used by third parties for undesirable commercial purposes® . Excessive collection of financial
data could also expose user-consumers to the risk of being subjected to cyber attacks by ill-intentioned
persons, who could use that data for illicit purposes. On this point see M. De La Mano, J. Padilla, Big
Tech Banking, 14(1) Journal of Competition Law & Economics, 494 (2018), p. 494 ss.; C.M Wilson,
Data sharing is caring: consumer privacy and international approaches to Open Banking, 53(3) Geo.
Wash. Int'l L. Rev. 601 (2022), p. 635 ss.

4 For further information see G.J. Stigler, An introduction to privacy in economics and politics, 9(4) J.
Legal Stud. 623 (1980), pp. 623 ss.; R. Posner, The right to privacy, 12(3) Ga. L. Rev. 393 (1978), p.
393 ss.

45 For more on this topic, see D. Acemoglu, Too much data: prices and inefficiencies in data markets,
14(4) American Economic Journal: Microeconomics 2018 (2022), pp. 2018 ss.

46 P.A. Norberg, D.R. Horne, The privacy paradox: personal information disclosure intentions versus

behaviours, 41(1) The Journal of Consumer Affairs 100 (2007), p. 100 ss.
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surveys consumers state that they prefer a high level of protection of their privacy, their
actual behaviour shows that they are very often willing to 'barter' their privacy for little
or nothing®’.

Because of the connections and interactions that exist in a highly digitised
environment, one consumer's choices regarding the protection of personal data
inevitably also reflect on those of other consumers, thus leading to a drastic reduction
in the incentives for individuals to pay a premium for the provision of services that
guarantee a high level of privacy protection, since the latter also depends on the choices
made by others*® . The rules laid down to protect personal account data could then be
reread in the light of the teachings of the economic analysis of law: by using economic
tools, in particular those of cost/benefit analysis and of the allocation of resources
according to efficiency criteria, the rules acquire a justification linked to the
effectiveness with which they protect the values on the basis of which they were
formulated. With particular reference to the rules for the protection of personal data, if
reconstructed using EAL methods, they translate into a mechanism through which each
individual determines what level of confidentiality should be attributed to the
information that concerns him or her, and thus how it should be distributed.

A part of legal-economic doctrine considers that a system based on the attribution
of proprietary rights over data would better protect the interests of individuals and the
community as a whole*. According to this orientation (which echoes Ronald Coase's
enunciation in his celebrated essay)*’, in the absence of transactional costs, the choice
of whether or not to disclose personal information should not depend on the initial
allocation of data protection rights, but on the economic assessments of the individuals
interested in that information®!. In other words, if a consumer values his personal data
more than the company that processes them, those data will be granted protection in
any case, since, in the absence of regulatory intervention, he will be willing to pay for
the right to protect his data; conversely, if the company that processes those data values
them more than the person to whom those data relate, they will be processed regardless
of the legal rule applied, because the data subject will be willing to give them up>>.

47 Ex multis S. Savage, D. Waldman, The value of online privacy, 2013, available at the following link:
https://papers.ssrn.com/sol3/papers.cfm?abstract id=2341311; L.J. Strahilevitz, M.B. Kulger, Is privacy
policy language irrelevant to consumers?, 25 J. Legal Stud. 69 (2016), pp. 69 ss.; C.S. Fuller, Is the
market for digital privacy a failure?, 180(3-4) Public choise, 353 (2019), pp. 353 ss.

4 M. Spie, Covering prying eyes with an invisible hand: privacy, antitrust, and the new Brandeis
movement, 36(2) Harv. JL. & Tech. 359 (2023), p. 372.

¥ V. Bergelson, It's personal but is it mine? Toward property rights in personal information, 37 UC
Davis L. Rev. 414 (2003), pp. 414 ss.; P.M. Schwartz, Property, privacy and personal data, 117(7) Harv.
L. Rev. 2055 (2004), pp. 2055 ss.; L. Lessig, Privacy as property, 69(1) Social Research: An
International Quarterly 247 (2002), pp. 247 ss.

0 R. Coase, The problem of social cost, 3 J. L. & Econ. 1 (1960), pp. 1 ss.

31 B.M. Noam, Privacy and self-regulation: markets for electronic privacy, in Privacy and self-
regulations in the information age, US Department of Commerce, 1997, pp. 21 ss.

52 E.M. Noam, cit.
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This reconstruction, although «fascinating» and convincing on an exquisitely
theoretical level, cannot be applied on a practical level, for several reasons: 1) first of
all, affirming the existence of a property right on data in Continental Europe is at odds
with the debate on personality rights that has animated doctrine for 150 years,
especially German doctrine™; 2) secondly, the presence of strong information
asymmetries makes it necessary for the regulator to intervene so that the initial resource
is allocated efficiently®*; and, finally, 3) it is not possible to speak of a real market for
personal data, since the data that users provide to companies in exchange for the
services they offer can be defined as 'micro-data’, which have no economic value at all
for the entities that provide them®.

In the light of what has been said so far, the question therefore arises as to which
legal regulation makes for a better allocative efficiency of personal data protection in
the context of the provision of payment services. The path towards finding an optimal
balance between privacy protection and the benefits of information disclosure appears,
to say the least, uncertain: as mentioned above, the protection as well as the sharing of
personal data can have both positive and negative consequences, at the individual and
societal level®®.

Issues concerning the protection of individuals' personal data are constantly and
rapidly evolving due to the development of new technologies capable of processing an
ever increasing amount of data. After all, the amount of information in circulation is
bound to increase, also thanks to the rampant phenomena of IoT and artificial
intelligence.

With particular reference to the circulation of account data, the new artificial
intelligence systems used in the banking sector, thanks to Open Banking, will be able
to analyse and process the financial information of countless account holders. The
benefits deriving from the analysis of Big Data in the banking sector are diverse: from
a better knowledge and segmentation of customers - which makes it possible not only

33 Precisely for this reason, the GDPR does not recognise full and transferable proprietary rights over
personal data: rather, it establishes specific inalienable and non-tradable rights, such as (a) the
prohibition to process data without a legal basis (e.g. 'informed consent'), (b) the prohibition to use
personal data for purposes other than those for which they were originally collected, (c) the data subject's
right to access and extract ("portability’) his or her personal data, and (d) the right to be forgotten. For
further details, see G. Resta, Personnalité, Personlichkeit, Personality. Comparative Perspectives on the
Protection of Identity in Private Law, 1 European Journal of Comparative Law and Governance 215
(2014), pp. 215 ss.

3 To this effect see A. Acquisti, C. Taylor, L. Wagman, The economics of privacy, 54(2) Journal of
Economic Literature 442 (2016), p. 453.

35 On this point see V. Zeno-Zencovich, Do 'Data markets' exist?, in MediaLaws, 2, 2019, pp. 22 ss.

3 With particular reference to banking and financial data, several studies [ex multis J.K. Kim, L.
Wagman, Screening incentives and privacy protection in financial markets: a theoretical and empirical
analysis, 43(1) RAND Journal of Economics 1 (2015), p. 1 ss.] have shown that stricter restrictions on
the sharing of consumers' financial information could reduce price competition. For this reason, a certain
degree of data sharing could be beneficial in financial and banking markets, increasing both consumer
surplus and economic efficiency.
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to offer customised services, but also to reach subjects that were once excluded from
the credit market - to the possibility of offering additional and innovative services (most
often free of charge), as well as discounts and targeted advertising, thanks to the
combination of the data already in possession of banking institutions with information
on consumption habits or particular events in life®’.

Alongside the benefits mentioned above, the wide availability of data and its
intensive exploitation also bring additional elements of risk compared to activities
carried out in a traditional form. On closer inspection, the digitisation of the financial
services sector as well as the ongoing merging of the technology and banking industries
create qualitatively new risks for financial privacy (e.g. the risk of data breaches),
which require the adoption of appropriate protective measures to prevent the unlawful
use of data collected in the context of the provision of financial and payment services.

Protecting users' privacy as best as possible without compromising the benefits of
an efficient flow of information may therefore require an integrated approach tailored
to specific contexts, markets and sectors.

According to authoritative doctrine®® it is possible to resort to two different
approaches to achieve a socially optimal level of data circulation and at the same time
discourage socially harmful conduct. Let us start by analysing the first: 1) the
supervisory authorities (i.e. the judicial authorities) could impose sanctions quantified
in the amount of the harm caused to the individuals to whom the data relate, in order
to discourage socially harmful conduct by the companies holding the data. On closer
inspection, by applying sanctions equal to the harm caused, companies would be forced
both to internalise the harm caused by their actions and to take greater precautions to
prevent the occurrence of misuse of personal information incidents related to the
violation of privacy *°.

2) In the second approach, on the other hand, the supervisory authorities could
envisage the application of sanctions the amount of which should be calculated not on
the basis of the damage caused, but on the basis of the profit that the companies holding

37 E. Palmerini, G.F. Aiello,V. Cappelli, Il FinTech nel contesto della Data-driven economy: profili
civilistici tra rischi per la clientela e rischi per gli operatori, in Il FinTech e l'economia dei dati.
Considerations on some civil and criminal law profiles, E. Palmerini et al. (ed.), Quaderni FinTech, no.
2,2018, p. 14.

8 D.J. Gilman, L. Wagman, The Law and Economics of Privacy,29(2) UCLA JL & Tech. 55 (2024), pp.
55 ss.

% With such a regime, therefore, efficient liability rules would be introduced: liability rules, indeed,
would recognise an ex post compensation to the damaged party based on the damage actually suffered,
whose risk of occurrence depends exclusively on the conduct of the data controller and not also on the
data subject. This could ultimately induce data controllers to internalise the risk of data breaches. There
is a wealth of doctrine according to which more efficient results would be achieved if liability rules were
applied to data breaches. Ex multis see J. LITMAN, Information privacy/information property, 52 Stan.
L. Rev. 1312 (2000), pp. 1312 ss.; K.N. Hylton, Property rules, liability rules and immunity: an
application to cyberspace, 87(1) BUL Review 27 (2007), pp. 27 ss.; 1. Cofone, The dynamic effect of
information privacy law, 18(2) Minn. JL Sci. & Tech., 548 (2017), pp. 548 ss.
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the processing have realised thanks to the unlawful conduct (i.e. the so-called
disgorgement damages)®® . More clearly, the use of such a quasi-punitive instrument
instead of a remedy of a purely compensatory nature (with an exclusively
compensatory connotation) would allow the injured users to obtain not only
compensation equal to the market value of their data (in itself very low), but also the
amount of all the profits that the company has made thanks to the unlawful processing
of their data.

In this way, therefore, the restitution of illicit profits would seem to be the most
suitable instrument, in terms of efficiency, to guarantee the perfect balance between
circulation and data protection: the 'threat' of having to return all ill-gotten gains should
incentivise companies (and, especially, BigTech) to adopt behaviour that does not
jeopardise the security of the data of millions of users.

0 Disgorgement can be defined as that remedy which gives the victim of an unlawful act the possibility
of obtaining compensation based not on the loss suffered, but on the profits realised by the author of the
unlawful conduct by virtue of the performance of the contra legem activity. From this, the dual function
of the institution can be deduced: 1) on the one hand, the punitive-sanctionary one, aimed at opposing
the commission of unlawful acts; 2) on the other hand, the preventive-deterrent one, aimed at preventing
other persons from engaging in similar conduct. For a more detailed examination of the disgorgement
institution, see P. Pardolesi, Enrichment by unlawful act: the remedies. Dai disgorgement damages alla
retroversione degli utili, Bari, 2023; 1d., Disgorgement, in Enc. Giur., XIV, Roma, 2006, p. 1; as well
as, Profitto illecito e risarcimento del danno, Trento, 2005; A. Porat, Disgorgement damages for
accidents, 46 J. Legal Stud. 240 (2015), pp. 240 ss.; A. Kull, Disgorgement for breach the "restitution
interest”, and the Restatement of contracts, 79 Tex. L. Rev., 2021 (2001), pp. 2021 ss.
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